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tl Any interface
last  2021-06-161147-
used:
Inbound: Any interface #2 ey
Outbound: Port2, Port6
last  2021-06-161144
used

B How-to guides

Log viewer Help

Reset filter

]

@

admin ¥

rule.

p All matehing criteria of the firewall #5 (#NAT_Default_Network_Policy), including users and schedule, apply to its linked NAT rule. Can't edit these in the NAT

Original source *

Translated source (SNAT)

MASQ n

Interface matchir

Inbound interface *

teria

Original destination *

Outbound interface *

Translated destination (DNAT)

Original service *

Translated service (PAT)

Override source transiation [SNAT) for specific outbound interfaces @

Outbound interface

Port2
Porté

Translated source

MASQ v @

MASQ v @

11

Summary
#Default_Network_Policy

Rule

Source & schedule

B

B
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U5 H A —1f6 WAN Port (EEELA A7 LAN to WAN FHEEY Firewall rule HBEFAHT Default SNAT IPv4 i3
{RRTHESZHY NAT rule B[IT] 5 {EHAISZ A WI1E WAN Port » ZA&FREVFE LAN ZEIFEE WAN Port B2
Firewall rule #REHHE NAT rule » 12245 E XTI L HLEL 4] 75 Override source translation (SNAT) for
specific outbound interfaces » Zk1%%E4 WAN port » 1] DLZ5{[f WAN port » ({5 1% Ay HIE P4tk s P B
K%@ﬁ)

192.168.2.254:4444/webconsole/webpages/indexjsp#66293 B » 2

admin v

Edit NAT rule ® How-to guides  Log viewer

@I Rule status

Control center Rule name * Description
Current activities #NAT_Default_Network_Palicy

Reports

Diagnostics

Rules and policies nslation seftings

Intrusion prevention

‘Web

Applications

p All matching criteria of the firewall #5 [#NAT_Default_Network_Palicy), including users and schedule, apply to its linked NAT rule. Can't edit these in the NAT
rule.

Wireless
Email

Original source * Original destination * Original service *
Web server

Advanced threat

Central synchronization

;,pN Translated source (SNAT) Translated destination [DNAT) Translated service [PAT)
Network MASQ n

Routing

Interface matchin
System services Inbound interface * Outbound interface *

Profiles

Hosts and services

Administration Override source translation (SNAT) for specific outbound interfaces @
Backup & firmware
Certificates Outbound interface  Translated source

Port2 v MASQ v °

Ports v MASQ v @

15 E#Default_Network_Policy(Firewall rule ID: 5)#ZlC#NAT_Default_Network_Policy(NAT rule ID: 3) » 7R
% L4 E Log viewer >

<« C AF 192.168.2.254:4444 /webconsole/webpages/indexjsp#23942 B & » 2
i W How-to guides  Log admin v
Rules and policies ;
- Firewall rules NATrules SSL/TLS inspection rules
Current activities
Reports @D Pve  Disablefilter \ touse NAT | AddNATrule  +
Diagnostics
NAT type B BB rucn | O HioeinkeanaTruie Reset filter
Rules and policies # Name Original Interface D Usage
Intrusion prevention -
P = () 1 MaiServer Source: Any host Inbound: Port2 #2020 (2]
Web - IMAP, POP3, SMTP(S) Outbound: Any interface
Appiications tion: #Port2:1.172.19. last  2021-06-16 1146..
used
Wireless
Email =[] 2 Smoloayrue Any host Inbound: Port2 # a6 2]
Web server - Synology Port 5000... Outbound: Any interface
n: #Port2:1172.19. tion: 192.168.2144:1 last  2021-06-16 10:07
Advanced threat
used:
Central synchronization
=[] s HometoGCsi Source: Any host Original Inbound: Port2 Hl o 6 @
0 - Port 3395 Port 3389 Outbound: Any interface
VPN tion: #Port2:1172.19. ation: 19216824419 last  2021-06-161128
used
Network
Roliig = 4 Source: Any host rce: MASQ Inbound: Any interface @
Authentication E Any service Original Outbound: © Any interface
i n: Any host tion: Original last  2021-05-16 1149
System services
used
= s [] 5 DefautSNATIPvY Saurce: Any host Inbound: Any interface #2 ot 2]
e - Any service Outbound: Portz , Parte
Hosts and services n: Any host last  2021-06-161144
used:

Administration

Backup & firmware Shewing 5 of 5. Selected 0

Certificates
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H—% PC(192.168.2.44)1F 4 » 1/ Log viewer HHu] DG H % PC {1 Firewall rule ID: 5 R NAT rule ID:
35 & Port 2 ) WAN #I4EH >

A F=2 | 192.168.2.254:4444 /webconsole/webpages/logging/EventViewer. jsp?selectedTab=log_viewer8esrf=dhmpti4amcphvtocst0abk4 1d#69004 7]

Log viewer Palicy test

[ v P Okl m

SrcIPis192.168.244 % Add filter » Timer filter w

Time Log comp Logsubtype  Username Firewall rule Ininterface [ Outinterface | SrcIP DstIP Srcport  Dstport  Protocol Rule type MessagelD  Live PCAP Message -
. v 2021-06-16 11:52:13 E‘Lfe"‘a” Allowed Portl Port2_ppp 192168244 11963198188 63007 443 TCcP 1 00001
irewal
. v 2021-06-16 115208 L o2 Allowed 5 3 PortL Portz_pop 192168244 1312463120 49862 443 TCP 1 00001
irewsl
. v 2021-06-16 11:52:05 E‘Lfe"‘a” Allowed 5 3 Portl Port2_ppp 192168244 35227255143 62698 443 upp 1 00001
irewal
. v 20210818 115204 Lioe! Allowed 5 3 PortL Portz_pop 192168244 1312463120 55718 443 TCP 1 00001
irewal
1~ Firewall Open
2021-06-16 11:52:04 Allowed 5 3 Portl Port2_ppp 192168244 18216172130 49200 443 TCcP 1 00001
Firews Rule PCAP
v Firewall Open
2021-06-1611:5204 /0 Allowed 5 3 Portl Portz_pop 192168244 11963198188 55291 443 TCR 1 ooooL o
Firewa PCaP
1~ Firewall Open
2021-06-16 11:52:04 Allowed 5 3 Portl Port2_ppp 192168244 18216172137 54536 443 TCcP 1 00001
Firews Rule PCAP
v Firewall Open
2021-08-16 115204 Allowed 5 3 Portl Portz_ppp 192168244 20958188181 53713 443 TCR 1 ooooL o
Firewa PCAP
1] Firewall Open
2021-08-16 115158 0 Allowed 5 3 Portl Port2_ppp 192168244 104254149100 51391 443 TCcP 1 00001 o
Firewal PCAP
v Firewall Open
2021-08-16 115158 [\ Allowed 5 3 Portl Portz_ppp 192168244 2095818827 57650 443 TCR 1 00001 tRin
Firewal U PCAP
1] Firewall Open
2021-08-16 115158 0 Allowed 5 3 Portl Port2_ppp 192168244 5277152198 65351 443 TCcP 1 00001 o
Firewal BLAR
v 51 Flrewall Allowed 5 3 PortL Port 192168244 20358188181 64237 443 TcP 1 00001 Qpen
Frows  20210BASILSLS7 g _pop 168.2 PEAB
v Firewall Open
2021-08-16 115157 0 Allowed 5 3 Portl Port2_ppp 192168244 1312453120 ss508 443 TCcP 1 00001 oer
Firewal PLAR v
> 6 6 > = \
f2 Port 2 /] WAN FLERIIEE » & PC &GS Port 6 Y WAN » ZA[LIFY -
A F=2 | 192.168.2.254:4444/webconsole/webpages/logging/EventViewer jsp?selectedTab=log_viewer&csrf=dhmpti4amcphvtocst]0abk41d#69004 o

Log viewer Policy test

0 = o] ™

u Search... Q

rcIPis 18 Add filter v imer filter v Reset
Time logcomp  Logsubtype Usemame  Firewalirule  NATrule Ininterfacs  Outinterface  SrclP Dst 1P Srcport Dstport Protocol  Ruletyps MessagelD  LivePCAP  Message -~
v 565 Firewall  ajowea 5 3 portl Ports, 192168244 200152162173 56018 443 Tcp 1 00001 Qpen
i 202L0BIBILSSSL  oiE _ppD 168 2 e
Ivslid ooen Could not assaciate
2021-06-16115551 o) Denied N/A 0 192188244 2019816276 54626 443 Tcp 0 01001 Qoen, packet to any
Firewall rafric connection
/] Firewall Open
2021-06-16 11:56:51 Allowed 5 3 Portl Port6_ppp 182188244 6914793180 59881 443 Tcp 1 00001
Firewal Rule BCAP
1] Firewall Open
2021-0616115551 L Allowed 5 3 portl Port6_ppp 192168244 10610218138 50953 443 Tcp 1 00001 2een
Firewal
9 Invalid Open Could not associate
) 2021-06-16115550 et Denied N/A 0 192188244 35227255143 53638 443 Tcp 0 01001 Qoen, packet to any
Firewall = connection
7 Firewall Ogen
2021-06-16 11:56:50 Allowed 5 3 Portl Port6_ppp 182168244 527456195 60308 443 Tce 1 00001
Firewal Rule ECAR
1] Firewall Open
2021-06-16115550 L' Allowed 5 3 portl Port6_ppp 192168244 6914789143 50768 443 Tcp 1 00001 2een
Firewal
< Firewall Ogen
2021-06-16115550 L Allowed 5 3 Portl Port6_ppp 192168244 17210523937 62080 443 Tcp 1 00001 faen,
Firewa! e PCAP
vl oen Could not associate
2021-06-16115549 e Denied N/A 0 192168244 2019816276 54626 443 TcP 0 01001 2een packet to any
— connection.
v Firewall Open
2021-06-16115548 L Allowed 5 3 portl Port6_ppp 192168244 1191611418 52238 443 Tcp 1 00001 2een
Firewal
< Firewall Ogen
2021-06-16115549 L Allowed 5 3 Portl Port6_ppp 192168244 181782221 60139 443 Tcp 1 00001 faen,
Firewa! e PCAP
/] Firewall Open
2021-06-16 115548 [ Allowed 5 3 Portl Port6_ppp 192188244 21262116201  S5468 443 cP 1 00001 2een
Firewal
Invalid Open Could not associate
2021-06-16115548  eend Denied N/A 0 192188244 5214386214  B4E30 443 Tcp 0 01001 Qoen, packet to any o
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[BZ] [ERE > B85 NAT rule HE%7E SD-WAN policy route HRERAE 49 »

<« CcC A 192.168.2.254:4444 /webconsole/webpages/indexjsp#23942 B &
SOPHOS Rules and policies W How-toguides  Log viewe iy
XG Firewall CS|
Control center Firewall rules MNATrules SSL/TLS ins|
Current acti
Reports G e Disablefitter | me watch: How to use NAT | AddNATrule ~
Diagnostics
NAT type B s B - Reset filter
Rules and polici # Name Original Interface D Usage
Intrusion preve
P 1 Mail Server : Any host Inbound: Port2 2]
Web Service: IMAP, POP3, SMTP(S) Service: Original Outbound: Any interface
Applications n: #Port2:1172.19. Destination: 192.168.100.25 last  2021-06-16 1146
used:
ess
Email 2 Synoloayrule Saurce: Any host Source: Original Inbound: Port2 # o6 (2]
Web server Synology Port S000... Service: Original Outbound: Any interf:
ion: #Port2:1172.19. Destination: 192.168.2144:1 last  2021-06-16 10:07
Advanced threat
used
Central synchronizal
3 Source: Any host Inbound: Port2 @
s Port 3395 Outbound: Any interface
fon: #Port2:1172.19. last  2021-06-161128..
used
Network
Routing —
J :0 A ®
Authentication Any service
System services B
Profiles Any service
Hosts and services o
Administration
Backup & firmware Shewing S of 5. Selected 0

Certificates

SD-WAN policy route Yz ENZ » #Port 1(LAN zone) > Primary gateway % Port6_WAN >

< C A

SOPHOS ROUUng W How-toguides  Log viewe: ac-ﬁu"\:‘-
XG Firewall d

192.168.2.254:4444/webconsole/webpages/indexjsp#10358 B

R— Static routing S eey BGP 0SPF Information Upstreamproxy  Multicast (PIM-SM) RIP
Current activities

Reports

(I Name * Description

Default LAN to WAN

Rules and po
Intrusion preventi

Web

Sl Traffic selector

Wireless

Email Incoming interface DSCP marking

‘Web server Select interface n Select DSCP marking n

Advanced threat
Source networks Destination networks Services

e Any [-) Any -]

Central synchronizal

Add new item Add new item

Network

Routing Application object User or groups

Authentication Any o Any o
System services

Add new item Add new item

Profiles
Hosts and services

Administration

Backup & firmware
Primary gateway Backup gateway

Ports_WAN B Port2_WAN B

Override gateway monitoring decision @)

Certificates

Save Cance
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TE Log viewer » [K B4 75 4% NAT rule » HEZ7E SD-WAN policy route 244 FAERY » AN B
Primary Gateway HHHHZ 75 Port 6 » Log viewer 4178 &R/ <45 Port2 »

A

| 192.168.2.254:4444/webconsole/webpages/logging. lectedTab=log_viewer&csrf=dhmptl4amcphvtocst10abk41d#69004 53]

Log viewer Palicy test

n ¢l ® |:| mg : Search

SrciPis 192168244 % Add filter w imer filter v Reset
Time Logcomp  Logsubtype Firewallrlle  NATrle  Ininterface  Outinterfa SrcIP Dst P Scpot Dstpot  Protocol  Ruletype LivePCAP  Message
2021-06-16 12:01:38 Allowed 5 0 Portl Port2_p 192168244 8888 56178 443 TCe 1 00001 Qeen
2021-06-16 12:01:34 Allowed 5 0 Portl 192168244 8888 63615 443 TcP 1 00001

FHZE 2021-06-16 12:01:34 Allowed 5 0 Portl 192168244 104161994 64104 443 uoP 1 00001
2021-06-1612:01:33 Allowed 5 0 Portl Port2 192168244 2165820034 63637 443 uDP 1 00001
2021-06-16 12:01:31 Allowed 5 0 Portl 192168244 8888 60387 53 uoP 1 00001

FHZE 2021-06-16 12:01:30 Allowed 5 0 Portl Port2 192168244 8844 50568 53 uoP 1 00001
2021-06-16 12:01:28 Allowed 5 0 Portl Port2 192168244 8888 57685 53 uDP 1 00001
2021-06-16 12:01:28 Allowed 5 0 Portl 192168244 8888 52258 53 uoP 1 00001

FHZE 2021-06-16 12:01:28 Allowed 5 0 Portl 192168244 8888 64963 53 uoP 1 00001
2021-06-16 12:01:28 Allowed 5 0 Portl Port2 192168244 8888 64881 53 uDP 1 00001
2021-06-16 12:01:28 Allowed 5 0 Portl 192168244 104161994 61731 443 uoP 1 00001

FHZE 2021-06-16 12:01:27 Allowed 5 0 Portl 192168244 172217160106 57592 443 uoP 1 00001
2021-06-16 12:01:25 Allowed 5 0 Portl Port2 192168244 8888 52719 53 uDP 1 00001

Bt B AR WAN Gateway HYJIERE @ FHHE Port6 & 1= ZE[#] 78 (Primary Gateway) » NAT rule 3
#NAT_Default_Network_Policy ¥JFf » outbound interfaces 4 Port6 5 Port2 » ({Eiz & N HIE F 4S5 EmiEd
BARER

< cC A | 192.168.2.254:4444/webconsole/webpages/index jsp#48013 & * 2

SOPHOS Edit NAT rule W How-toguides  Logviewer Help  admin v

[ rulestatus

Control center Rule name * Description
Current acti #NAT_Default_Network_Paolicy

Reports

Diagnostics

Rules and policies Translation

Intrusion prevention

Web
All matching criteria of the firewall #5 (#NAT_Default_Network_Policy), including users and schedule, apply to its linked NAT rule. Can't edit these in the NAT

Applications

rule:
Wireless
Email

Original source * Original destination * Original service *
Web server
Advanced threat
Central synchronization

Translated source (SNAT) Translated destination (DNAT) Translated service (PAT)
Network MASQ n
Routing
Authentication Interface matching criteria
System services Inbound interface * Outbound interface *
Profiles
Hosts and services
Administration Override source translation [SNAT) for specific outbound interfaces @
Backup & firmware
Certificates Outbound interface  Translated source

Port6 v MASQ v @
Port2 v MASQ -

15



SD-WAN policy route 7724 Port6 F Port2 »

192.168.2.254:4444/webconsole/webpages/index.jsp#99334 B & &
SOPHOS toguides Logviewer Help admin v
outin I A
XG Firewall 9 sl
ET T Static routing SD-xmlf;hw BGP 0SPF Information Upstream proxy  Multicast (PIM-SM) RIP
Current acti
Reports
Diagnostics .
Name * Description
[Enter Descrip
Rules and policies
|
Intrusion preve
Web
Applications A . .
PP Traffic selector
Incoming interface DSCP marking
Web server Select interface n Select DSCP marking n
Advanced threat
Source networks Destination networks Services
Central synchronizat
#Portl - (-] Any (-]
Add new item Add new item Add new item
Network
Routing Application object User or groups
Authentication Any ) Any o)
System services
- Add new item Add new item
Profiles
Hosts and services
Administration Routing
Backup & firmware
Cartificates Primary gateway Backup gateway
Port6_WAN n Port2_WAN n
Override gateway monitoring decision )
N po S e
SEEEEI LA BER
= fE= ,
ERREE AR
A F=2 | 192.168.2.254:4444/webconsole/webpages/logging/ ectedTab=log_viewer&lcsrf=dhmptl4amcphvic abk41d#63004
Log viewer Palicy
m |
Add filter v Reset
Log comp Usemame Firewall rule NAT rule nintarface Outinterface st 1P
2021-0618121315 Lo Allowed 5 3 Portl Port2_pop 192168244 162.243.1615 58330 8443 TCP 1 00001
2021-06-16 12:13:15 Dl Allowed 5 3 Portl 192168244 162.2431615 51658 8443 e 1 00001
v 2021-08-16 12:13:14 E”‘E;""E'” Allowed 5 3 Portl 192168244 1622431615 58330 8443 TcP 1 00001
Firewal -
2021-06-16 12:13:14 el Allowed 5 3 Portl 192166244 162.2431615 8443 TP 1 00001
v 2021-06-16 12:13:14 E”f;"a” Allowed 5 3 Portl 192168244 162.2431615 58330 8443 TcP 1 00001
Invalid Could not associate
2021-06-1612:13:09  1ui0 Denied N/A 0 182168244 88388 63794 443 e 0 01001 packet to any
= connection.
2021-06161213:08 L Allowed 5 3 Portl 192166244 8888 sesl9 53 uop 1 00001
v 2021-06-16 12:12:53 E”f;"a” Allowed 5 3 Portl 192168244 351909030 56692 443 TcP 1 00001
2021-06-16 12:12:48 E”f;""a” Allowed 5 3 Portl 192166244 58872 443 TP 1 00001
2021-06-16 12:12:48 ;”‘EE'""E‘” Allowed 5 3 Portl 192168244 5211413360 59391 443 Tcp 1 00001
v 2021-06-16 12:12:47 E”f;‘"a” Allowed 5 3 Portl 192166244 20322625540 61566 443 TP 1 00001
Firewal -
2021-08-16 121244 L ove! Allowed 5 3 Portl 192168244 103243202180 62331 443 e 1 00001
2021-08-16 12:12:43 E”‘E;""E'” Allowed 5 3 Portl Port2_y 192168244 3572220165 52878 443 TcP 1 00001
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1SS MCHNE » LAN 192.168.2.123 7 Port2_ WAN 2 ; LAN 192.168.2.234 7& Port6_WAN H 7% >

192.168.2.254:4444/webconsole/webpages/index.jsp#73811 a i
guides  Log viewel Hi admin v
Rules and policies < < o
Control center Firewall rules NAT rules L/TLS inspection rules
Current acti
@D Pve  Disablefilter Add firewall rule able slete
Reports
Diagnostics
Rule type BB sourcezone B B steus | - 0 Add Filter v Reset filter
IECH # Name Source What D A Featurs and
Rules and policies
1 LAN to WAN2 LAN, 1821682234 WAN, Any host #8
Intrusion prevention in0B, out 2188 KB Linkeoniat]
Web
e | e LAN to WANL LAN, 1921682123 WAN, Any host "7
Applications P Linioonal
192.168.2.254:4444/webconsole/webpages/index jsp#1026 & ¥ 2
SOPHOS Rules and palicies lepi=iE
X6 Firewall
- Firewll rules NAT rules SSL/TLSinspection rules
Current acti
Reports @D w6 Disablefilter | e watch: How touse NaT | AddNATTUlE able elete
Diagnostics
NAT type B sc- B[ rucn | O Hidelinked NAT rule Reset filter
Rules and policies #  Neme original Transiat nterface D Usage
Intrusion prevention N [P
01 LAN to WAN2 Source: 1892.168.2 234:1921. - MASQ Inbound: Any interface = 22 @
Web D Fire e1D: 8 Service: Any service Senvice: Original Outbound: © Any interface
Applications Destination: Any host nation: Original last  2021-06-1613:21:
used:
Wireless
Email 2 LANtoWANL Source: 192.168.2.123:192.1. MASQ Inbound: Any interfac H5 e 0 @
Web server D Fire e Service: Any service Original Outbound: @ Any interface
estin n: Any host Original Last used: Unused

Advanced threat

(AR ERISS R » B S REAE Firewall rule 13158 NAT rule - )

c AT 192.168.2.254:4444/webconsole/webpages/indexjsp#72920 & 3 2
SOPHOS Ed ‘t NAT rule @ How-to guides  Log view admin »
all
@D Rulestatus
Control center Rule name * Description
Current activities LAN to WANL
Reports
4
Diagnosties
Rules and policies Translation se
Intrusion prevention Select t criteria and translation s s for sourc tion, and se
‘Web
n All matching criteria of the firewall #7 (LAN to WANL), including users and schedule, apply to its linked NAT rule. Can't edit these in the NAT rule.
‘Applications
‘Wireless
Email Original source * Original destination * Original service *
‘Web server
‘Advanced threat
Central synchronization
anslated source (SNAT) Translated destination (DNAT) Translated service (PAT)
VPN MASQ n
Network
Routing o
Interface matchir
Authentication
Inbound interface * Outbound interface *
System services
Profiles
Hosts and services
Override source translation (SNAT) for specific outbound interfaces @
‘Administration
Backup & firmware
Outboundinterface  Translated source
Certificates
Port2 v| [ masq -]
192.168.2.254:4444/webconsole/webpages/indexjsp#1026 & 5 2

SOPHOS Edit NAT rule W How-toguides  Log viewe

6 Firewall

@D Rule status
Control center Rule name * Description
Current activities LAN to WAN2

Reports

Diagnostics

Rules and policies Translation se

Intrusion prevention

Web
n All matching criteria of the firewall #8 (LAN to WAN2), including users and schedule, apply to its linked NAT rule. Gan't edit these in the NAT rule:

Applications

Wireless
= Original source * Original destination * Original service *
‘Web server

Advanced threat

Central synchronization

anslated source (SNAT) Translated destination (DNAT) Translated service (PAT)
el MASQ n
Netwark

Routi .
outing Interface matchir teria

Inboundinterface * Outbound interface *

Authentication

System services

Profiles
Hosts and services

Override source translation (SNAT) for specific outbound interfaces @
Administration
Backup & firmware

Outboundinterface  Translated source

Certificates
Ports v| [ masg v @
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12,955 E SD-WAN policy route » J-77E Log viewer » 192.168.2.234 [E:% 37 Port6 » [HiE E7E Port2 »

2 | 192.168.2.254:4444/webconsole/webpages/logging

A entVi

ectedTab=log_viewer&csrf=Inuti3gcbnh2b4kp5g2edtitqf#42092

Log viewer Palicy test

0 = ol m

SrciPis 19: 8.2.234 X Add fitter Timer filter v

Time Log comp g subtype Ininterface Outinterface Src port Dst port Rule type Message ID PCAP Message
2021-06-16 13:25:07 Firewall Rule  Allowed 8 7 Portl Port2_ppp 1921682234 5214386214 58423 443 TCcP 1 00001 Open PCAP
FHZ» 2021-06-16 13:24:11 Firewall Rule  Allowed 8 7 Portl Port2_ppp 1921682234 8888 55940 53 uop 1 00001
2021-06-16 13:24:02 Firewall Rule  Allowed 8 7 Portl Portz_ppp 1921682234 1376524 56312 443 TCP 1 00001
2021-06-16 13:23:57 Firewall Rule  Allowed 8 7 Portl Port2_ppp 1921682234 137615329 55547 443 TCcP 1 00001
FHZ» 2021-06-16 13:23:57 Firewall Rule  Allowed 8 7 Portl Port2_ppp 1921682234 52163231110 58213 443 TCcP 1 00001
2021-06-16 13:23:42 Firewall Rule  Allowed 8 0 Portl Portz_ppp 1921682234 8844 56580 443 TCP 1 00001
2021-06-16 13:23:41 Allowed 8 0 Portl Port2_ppp 1921682234 8844 54700 443 TCcP 1 00001
FHZ» 2021-06-16 13:23:39 Firewall Rule  Allowed 8 0 Portl Port2_ppp 1921682234 8844 54647 443 TCcP 1 00001
2021-06-16 13:23:37 Firewall Rule  Allowed 8 0 Portl Portz_ppp 1921682234 8888 60371 53 TCP 1 00001
2021-06-16 13:23:36 Firewall Rule  Allowed 8 0 Portl Port2_ppp 1921682234 8844 s2872 443 TCcP 1 00001
FHZE 2021-06-16 13:23:23 Firewall Rule  Allowed 8 7 Portl Port2_ppp 1921682234 8844 60555 443 uop 1 00001 PCAP
FHZE 2021-06-1613:23:23 Firewall Rule  Allowed 8 0 Portl Portz_ppp  192168.2234 20374140163 52873 80 TCP 1 00001
2021-06-16 13:23:16 Firewall Rule  Allowed 8 0 Portl Port2_ppp 1921682234 20374140163 58827 80 TCcP 1 00001

2% 7E LAN to WAN2 » JEH H H k& 192.168.2.234 Z5E Port6_ WAN

SOPHOS Routi ng ® How-toguides Logviewer Help EC'TlII-'V:"
X6 c
P—— Static routing Su'nggllcv Gateways BGP 0SPF Information Upstream proxy  Multicast (PIM-SM] RIP
Current activities

Reports

e Name * Description

| Lentowand

Rules and policies

Intrusion prevention

Web
Applications Affin an -
PP Traffic selector
Wireless
Email Incoming interface DSCP marking
Web server Select interface n Select DSCP marking n
Advanced threat
i Source networks Destination networks Services
Central synchronization
192 1 Any (-] Any (-]
Add new item Add new item Add new item
Network
Routing Application object User or groups
Authentication Any - Any (-]
System services
Add new item Add new item
Profiles
Hosts and services
Administration Routing
Backup & firmware
Cartificates Primary gateway Backup gateway

Part6_!

B B

Override gateway monitoring decision @)

Save Cance
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SOPHOS i @ How-toguides Logviewer Help admin v
outin
XG Firewall 9 cs
SD-WAN policy ; . y
e ata Static routing routing Gateways BGP OSPF Information Upstream proxy ~ Multicast (PIM-SM) RIP
Current activities
Reports precedence for routing: Static route, SD-WAN policy route, VPN route.
iagnastics Policy routs f: d and reply traf To learn how to change ti nfiguration, go to the online help.
SD-WAN | routing
Rules and policies
Intrusion prevention
Web Add Delete
D O  Neme Interface Source network Destination network Services Active Status Manage
Wireless
Email O DefaultLaN towaN #Portl Any Any service s oT
‘Web server
Advanced threat (0  Lentowanz 1821682 234 Any Any service aD 5@
Central synchronization
AR
HIEF] > 192.168.2.234 7 Port6_ WAN {3 »
A F=2 | 192.168.2.254:4444/webconsole/webpages/logging/EventViewer.jsp?selectedTab=log_viewer8csrf=Inuti3qcbnh2bdkp5g2edtitqf#d2052
Log viewer Policy test
O« Ol m -
SrcIPis192168.2234 % Addfitter w  Timer filter w
Time Log comp Logsubtype  Usemame  Firewallrule  NATrule  Ininteface [ Outinterface | SrciP DstiP Srcport  Dstport  Protocol
2021-06-16 13:29:52 Firewall Rule  Allowed 8 7 Portl Port6_ppp 1921682234 527413196 53232 443 TCcP
. v 2021-08-16 13:29:49 Firewall Rule  Allowed 8 7 Portl Parté_ppp 1921682234 10343.3054 52739 443 TCcP
irewal
. v 2021-08-18 13:29:47 Firewall Rule  Allowed 8 7 Portl Porté_ppp 1921682234 5277152198 59085 443 TcP
irewal
2021-06-16 13:29:47 Firewall Rule  Allowed 8 7 Portl Port6_ppp 1921682234 181782221 50914 443 TCcP
2021-08-18 13:29:46 Firewall Rule  Allowed 8 7 Portl Porté_ppp 1921682234 527413196 50883 443 TP
2021-08-18 13:29:46 Firewall Rule  Allowed 8 7 Portl Porté_ppp 1921682234 5277152198 57812 443 TcP
2021-06-16 13:29:46 Firewall Rule  Allowed 8 7 Portl Port6_ppp 1921682234 2106124840 57225 443 TCcP
2021-08-18 13:29:46 Firewall Rule  Allowed 8 7 Portl Porté_ppp 1921682234 8888 49296 53 uop
2021-08-18 13:29:45 Firewall Rule  Allowed 8 7 Portl Porté_ppp 1921682234 1521393951 55028 443 TcP
2021-06-16 13:29:45 Firewall Rule  Allowed 8 7 Portl Port6_ppp 1921682234 5277152198 63212 443 TcP
2021-08-16 13:29:43 Firewall Rule  Allowed 8 7 Portl Porté_ppp 1921682234 10343.3054 57298 443 TP
. v 2021-08-16 13:29:39 Firewall Rule  Allowed 8 7 Portl Porté_ppp 1921682234 50116239135 54426 443 TcP
irewal
2021-06-16 13:29:37 Firewall Rule  Allowed 8 7 Portl Port6_ppp 1921682234 103439054 55323 443 TcP
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Rule type

Message ID

00001
00001
00001
00001
00001
00001
00001
00001
00001
00001
00001
00001

00001

Search

Live PCAP

Open

PCAP

Open PCAP

Open

PCAP

Open PCAP

Open PCAP

Open

PCAP

Open PCAP

Open PCAP

Open

PCAP

Open

pCAP

Open PCAP

Open

PCAP

Qpen

pCAP

Message



TORIBEEFMIE NAT rule ID © 7 BEEA - L F TEERAY Default SNAT IPv4 5
(_

CcC A

SOPHOS

Control center

Current acti
Reports GCD Pve
Diagnostics

NAT type
Rules and policies #

Rules and policies

Firewall rules

Disable filter

B se-

Name

192.168.2.254:4444/webconsole/webpages/index jsp#45426

NATrules

B ruen

Original

[ Hide linked NAT rule

Translated

Interface

AddNATrule

Intrusion prevention

‘Web

Applications

Wireless

Email

Web server
Advanced threat

Central synchronization

Network

Routing
Authentication

System services

Profiles

Hosts and services

Administration

Backup & firmware

3 Mail Server

4 Synology rule

Source: Any host
Service: IMAP, POP3, SMTP(S),
Destination: #Port2:36.2382

Source: Any host
Service: Synalogy Port 5000
Destination: #Port2:36.238.2

Source: Any host
Service: Port 3395
Destination: #Port2:36.238.2

Source: Original
Service: Original

Destination: 192168100 25. Last

used:

Source: Original
Service: Original
Destination: 192.168.2.144.1

Source: Original
Service: Port 3389
Destination: 192.168.244:19.

Inbound: Port2
Outbound: Any interface
2021-06-16 12:48:

Inbound: Port2
Outbound: Any interface
Last used: Unused

Inbound: Port2
Outbound: Any interface
Last used: Unused

Certificates

7 Default SNAT IPvY

Source: Any host
Service: Any service
Destination: Any host

Source: MASQ
Service: Original
Destination: Original

Inbound: Any interface

a
toguides Logviewer Help admin v
csi
SSL/TLS inspection rules
Reset filter
ID  Usage
45 a4l )
a4 @
#1 4p0 @
42 40 @

Outbound: Port2 , Porté
Last used: Unused

Showing 7 of 7. Selected 0

o] LG HFELEL Firewall rule #EETHEHY NAT rule BETsi FH FEZSHY Default SNAT IPv4 7 2AEFE Port 6. WAN >

A F

Log viewer

SiclPis192168.2.234 % Add filter w

Timer filter v

Log subtype

Username Firewall rul

Ininterface [ Out interface

| 192.168.2.254:4444/webconsole/webpages/logging/EventViewer.jsp?selectedTab=log_viewer&csrf=Inuti3gcbnh2b4kp5g2edtltqf#42092

Rule type LivePCAP  Massage

Log comp

2021-06-16 133045 ol

YV sceros1e1ssuas el
Firewa u

2021-06-16 133043 ol

Y arerosisissuaz el
Firewa u

2021-06-16 133439 !

Invalid
2021-06-1613:3439 1o

2021-06-16 13:34:39 'T"E;'f"g
2021-06-1613:3438 o
Invalid

2021-06-16 13:34:39 T

affic

Invalid

2021-06-16 13:34:39 Traffic

2021-06-161334339  mea

Invalid
2021-06-1613:34:39  [lagric
v o071.081813auaa el

Allowed

Allowed

Allowed

Allowed

Allowed

Denied

Denied

Allowed

Denied

Denied

Denied

Denied

Denied

8
8 2
8 2
] 2
8 2
N/A 0
N/A 0
8 2
N/A 0
N/A 0
N/A 0
N/A 0
N/A 0

Portl Port6_ppp 192168.2234
Portl Port6_ppp 1921682234
Portl Port6_ppp 192168.2234
Portl Porté_ppp 19216882234
Portl Port6_ppp 19216682234
192168.2.234
1921682234
Portl Port6_ppp 192168.2.234
192168.2.234
1921682234
1921682234
19216882234
192.168.2.234

17221716799

172 21716089

172.217.27.130

52220166 189

a

139162117182

139.162.117.182

138162117182

23.108.100.139

23.108.100.139

23108100139

8813711153

8813711153

172.104.904

1 Open
53092 443 uDP 1 00001 PCAP
7 1 DOpen
B4748 443 uoP 1 00001 BCAP
581 1 Open
62581 443 uDP 1 00001 PCAP
a 1 Dpen
81723 443 TCP 1 00001 PCAP
19 1 Open
61819 443 TCP 1 00001 PCAP
open Could not associate
61819 443 TCP o 01001 EC,TP packet to any
pCar connection.
Onen Could not associate
61819 443 TCcP o 01001 Bm packet to any
PCaR connection.
5 1 Open
63765 443 TCP 1 00001 PCAP
Open Could not assaciate
63765 443 TCP o 01001 EC,TP packet to any
connection.
open Could not associate
63765 443 TCcP o 01001 5m packet to any
PCaR connection.
Open Could not associate
62763 443 TCcP o 01001 Bm packet to any
— connection.
Open Could not associate
82763 443 TCP o 01001 I;C»'TF packet to any
connection.
Could not associate
443 TCP 0 01001 Qren packet to any
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FAELE—

< c A 2= | 192.168.2.254:4444/webconsole/webpages/index jsp#92879 B
SOPHOS Routi ng B How-to guides  Log viewe admin
11
. . SD-WAN palicy n It -
Control center Static routing routing BGP OSPF Information Upstream proxy  Multicast (PIM-SM) RIP
Current activities
Reports
T Name * Description

Rules and policies

Intrusion prevention

Web
Applications AfFim an -
i Traffic selector
Wireless
Email Incoming interface DSCP marking
Web server Select interface n Select DSCP marking n
Advanced threat
. Source networks Destination networks Services
Central synchronization
s -) Any
Add new item Add new item Add new item
Network
Routing Application object User or groups
Authentication Any (-] [-]

System services

Profiles

Hosts and services

Add new item

Add new item

Administration Routing
Backup & firmware
Certificates Primary gateway Backup gateway
Port6_WAN n Port2_WAN n

BERLOE 0 4HTE4S 192.168.2.234 YIHLE Port6_WAN (4% - Port2_WAN ZEFE 75 >

Override gateway monitoring decision @

Save Cance

HKES Port6_WAN (B » £ N 2KEEHE Port6_WAN HYAEEL 4R
Port2_ WAN H{ 2% >

A

IEFHER 192.168.2.234 & 5{E

| 192.168.2.254:4444 webconsole/webpages/logging/EventViewer.jsp?selectedTab=log_viewer&esrf=Inuti3gcbnh2bdkpS5g2edtitqf#42092

Log viewer Palicy test

[ n RN

SrciPis192168.2234 X

Add filter w

Timer filter

Log subtype slirle  NATrue In DstIP Ruletype MessagelD Live Message
FHZE 2021-06-16 13:47:58 E‘J\?EH Allowed 8 2 Portl Port6_ppp 1921682234 22013011927 54055 443 TcP 1 00001
FHS, 2021-06-16 134755 Lo Allowed 8 2 Portl Port6_ppp  192168.2234 54799 443 uoP 1 00001
v 2021-06-16 13:47:54 E‘\“E;"‘a” Allowed 8 2 Portl Ports_ppp 1921682234 74125203154 64335 443 upP 1 00001
FHZE 2021-06-16 13:47:50 F“‘f;"a” Allowed 8 2 Portl Port6_ppp 1921682234 21024221685 52705 443 TCP 1 00001
2021-06-16 134750 Lo Allowed 8 2 Portl Port6_ppp  192168.2234 210242216102 55108 443 TCcP 1 00001
2021-06-16 13:47:38 E‘\“E;"‘a” Allowed ] 2 Portl Ports_ppp 19216682234 52143.86.214 53513 443 TCcP 1 00001
FHZE 2021-06-16 13:47:37 E‘J\?EH Allowed 8 2 Portl Port6_ppp 1921682234 22013011927 443 TCP 1 00001
2021-06-16134731 Lo Allowed 8 2 Portl Port6_ppp  192168.2234 13021117193 59997 443 TCcP 1 00001
2021-06-16 13:47:30 E‘\“E;"‘a” Allowed ] 2 Portl Ports_ppp 18216882234 13021117193 64394 443 TCcP 1 00001
FHZE 2021-06-16 13:47:24 E‘J\?EH Allowed 8 2 Portl Port6_ppp 1921682234 21024221695 65323 443 TcP 1 00001
2021-06-16 134724 L Allowed 8 2 Portl Port6_ppp  192168.2234 8844 51503 443 uDP 1 00001
2021-06-16 13:47:21 E‘\“E;"‘a” Allowed ] 2 Portl Ports_ppp 1821882234 21071145102 54172 443 TCcP 1 00001
FHZE 2021-06-16 13:47:20 F“‘f;"a” Allowed 8 2 Portl Port6_ppp 1921682234 1722172410 57334 443 uop 1 00001
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=

Eﬁgb&

E ¢ Port2_WAN 1% > {HAJEE

A F=2 | 192.168.2.254:4444/webconsole/webpages/logging/EventViewerjspiselectedTab=log_viewerBesr=Inuti3qcbnh2bdkp5g2edtitqi#4 2092

Log viewer

Paolicy test

Fy7e PPPOE HY WAN FTLIAERERAEA % 3 773

u Search Q
dfiter w  Timerfilter v Reset
logcomp  Logsubtype Usemame Firewallrue NATrle Ininteface  Outinterface  SrcIP DstIP Srcport  Dstport Protocol  Ruletype  MessagelD  LivePCAP  Message +
. v 2021-06-16135500  Loel Allowed 8 2 Portl Portz_ppp  192168.2234 13107452 51598 80 TCP 1 00001
irewal
\nvalid Could not associate
2021-08-16 13:54:57 Traffic Denied N/A 0 192168.2.234 219871142 63335 443 TCR a 01001 packet toany
Firewall connection
. v 2021-06-16135456 Lo Allowed 8 2 Portl Port2_ppp 1821682234 210242216104 54240 443 CP 1 00001
irewal
. v 2021-06-16 13:54:53 E‘Gfewa” Allowed 8 2 Portl Port2_ppp 1921682234 203771800 50672 443 TCcP 1 00001
irewal
. Y osisissuss Firewall  Allowed 8 2 Portl Port2_ppp 1921682234 8888 63872 53 uop 1 00001
irewal
. v 2021-06-16 13:54:48 E'Gf;*a” Allowed 8 2 Portl Port2_ppp 1921682234 87248107201 59201 443 TCcP 1 00001
irewal
. v 2021-06-16135u48 Lo Allowed 8 2 Portl Portz_ppp  192168.2234 981361279 62230 443 TCP 1 00001
irewal
E v 2021-06-16 13:54:47 E'ﬂf;’a” Allowed 8 2 Portl Port2_ppp 1921682234 18812588200 63657 443 TCcP 1 00001
irewal
. v 2021-06-16 135447 Lo Allowed 8 2 Portl Portz_ppp 1921682234 2128211182 52663 443 TCcP 1 00001
irewal
. Y nosiessuus Firewall  Allowed 8 2 Portl Portz_ppp 1921682234 527456195 50361 443 TcP 1 00001
irewal
. v 2021-06-16 13:54:44 E‘Gfewa” Allowed 8 2 Portl Port2_ppp 1921682234 527413186 54701 443 TCcP 1 00001
irewal
. v 2021-06-16135402  LevEl Allowed 8 2 Portl Portz_ppp  192168.2234 21658.200234 59529 443 uoP 1 00001
irewal
: v 2021-06-16 13:54:42 E'Gf;*a” Allowed 8 2 Portl Port2_ppp 1921682234 6914780123 61300 443 TCcP 1 00001
irewal v
% I Port6_WAN 7 F&&EE T -
A FE=2 | 192.168.2.254:4444/webconsole/webpages/logging/EventViewer jsp?selectedTab=log_viewer8icsrf=Inuti3qcbnh2b4kp5g2edtitqf#42092 o]
Log viewer Policy test
B s Q
Addfilter w  Timerfilter v Reset
Log comp Logsubtype  Usemame  Firewallrule  NATrule  Ininterface  Outinterface  SrcIP DstIP Scport Dstport  Protocol  Ruletype  MessagelD  LivePCAP  Message <
: v 2021-06-16 14:21:03 Firewall Rule  Allowed 8 2 Portl Port6_ppp 1921682234 11963198188 62004 443 TcP 1 ooooL Open PCAP
irewal
. v 2021-06-16 14:21:02 Firewall Rule  Allowed El 2 Portl Ports_ppp 1921682234 17221716066  S6875 443 uop 1 00001 Open PCAP
irewal
: v 2021-06-16 14:21:01 Firewall Rule  Allowed 8 2 Portl Port6_ppo 1921682284 17221716066 54452 443 uoe 1 ooooL Open PCAP
irewal
. v 2021-06-16 14:21:00 Firewall Rule  Allowed 8 2 Portl Port6_ppp 1921682234 5912524949 52500 4444 TCcP 1 00001 Open PCAP
irewal
: v 2021-06-16 14:21:00 Firewall Rule  Allowed 8 2 Portl Port6_ppo 1921682234 5912524949  G4404 4444 TcP 1 ooooL Open PCAP
irewal
. v 2021-06-16 14:20:59 Firewall Rule  Allowed 8 2 Portl Port6_ppp 1921682234 5312524949 60851 444y TCcP 1 00001 Open PCAP
irewal
: v 2021-06-16 14:20:59 Firewall Rule  Allowed 8 2 Portl Port6_ppo 1921682234 5912524949 57642 4444 TcP 1 ooooL Open PCAP
irewal
. v 2021-06-16 14:20:57 Firewall Rule  Allowed 8 2 Portl Port6_ppp 1921682284 5312524949 49165 444y TCcp 1 0oooL Open PCAP
irewal
E v 2021-06-18 14:20:57 FirewallRule  Allowed 8 2 Portl Port6_ppp 192.168.2.234 5912524949 62457 444 TCP 1 00001 Open PCAP
irewal
: v 2021-06-16 14:20:54 Firewall Rule  Allowed 8 2 Portl Port6_ppp 1921682284 5312524949 43496 444y TCcp 1 0oooL Open PCAP
rewal
E v 2021-08-18 14:20:54 FirewallRule  Allowed 8 2 Portl Porté_ppp 192.168.2.234 5912524949 58274 4444 TCP 1 00001 Open PCAP
irewal
: v 2021-06-16 14:20:54 Firewall Rule  Allowed 8 2 Portl Port6_ppp 1921682284 5312524949 61708 444y TCcp 1 0oooL Open PCAP
irewal
E v 2021-08-18 14:20:53 FirewallRule  Allowed 8 2 Portl Porté_ppp 192.168.2.234 5912524949 64248 4444 TCP 1 00001 Open PCAP
irewal -
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BB — TR A5 E A 2 5] IERERY WAN port >

EEEH

1.5 | LAN to WAN FHEEEY NAT rule FHTEESMY Default SNAT IPv4 B[IE] o
2. SD-WAN policy route Y Source networks %5 FH#Port1 —7E & DAEEi 48 FLAY WAN (B4 » EE41 WAN H
Port2 I} Port6 » %152 3%5E#Portl —E & DL Port2_ WAN B4 2 » BlI{f Primary gateway & | Port6 7 241

It ERGEEEE -
3.1 Source networks {E%5E7E address IP(E£%[] 192.168.2.234/32) » Primary gateway j Backup gateway [y

{BICIhRE

TEFRIEI -

<« C A F=2| 192.168.2.254:4444/webconsole/webpages/index.jsp#44080

SOPHOS

XG Firewall

Control center
Current activities
Reports

Diagnostics

Rules and policies

Intrusion prevention

Web
Applications
Wireless
Email

Web server

Advanced threat

Central synchronization

VPN

Network
Routing
Authentication

System services

Profiles

Hosts and services
Administration
Backup & firmware

Certificates

Static routing

Routing

SD-WAN policy

routing Gateways

Name *

Traffic selector

Incoming interface

Select interface n

Source networks

. £Q
Add new item

Application object

Any e

Add new item

Routing

Primary gateway
Ports_WAN n

Override gateway monitoring decision )

BGP OSPF

Description

Information

[Enter Description

DSCP marking

Selact DSCP marking

Destination networks

Add new item

User or groups

Add new item

Backup gateway

Port2_WAN
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Services

Add new item
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S35 LAN to WAN to DMZ Y[/ KGR RIAE v18 A K /EJERE » FTLUE B eacst— > Jelit b v17 2
EREESCER

< CcC A 59.125.154.175:4444A

webcons

ebpages/index.jsp#29618 B &

Edit business application rule

Logviewer Help admin v

T Rule name * Description Rule group - Summary
Current activities Enes undefined Hens lan_web
Reports P
iagnostics Rule
Source
Source
Intrusion prevention
et Source zones * Allowed client networks Blocked client networks Destination
Applications o © o o
Wireless Forward to

Email

‘Web server

Advanced threat

Central synchronization Destination & service Advanced
Synchronized security

Destination host/network * Services *

#Port3-211.20.2 3 - HTTP S0

Network

1995 >
Routing -
Reflexive rule

Profiles Forward to
Hosts and services
Administration Protected server(s) * Mapped port *
Backup & firmware 19 10061 - To
Certificates

Protected zone *

DMZ -
Web Destination
Identity
Applications L
Wireless Forward ta
. (O Matchknown users
Email
‘Web server
Advanced threat
Central synchronization Adva Advanced
Synchronized security

Policies for business applications Synchronized security Routing

. Intrusion prevention Minimum source HB permitted:
- QO GREEN QO YELLOW ® No Restriction Rewrite source address [masguerading)

Routing Nene O Blockclients with no heartbeat

Traffic shaping Use outbound address

None - Minimum destination HB permitted -
QGREEN  Q VELLOW  (® NoRestriction — i
([0 Block request to destination with no heartbeat O Create refiexive rule Reflexive rule

Profiles
Hosts and services

Administration
Log traffic

Backup & firmware

Certificates
Log firewall traffic

Save Cance
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Db v17 BIEEEE » vI8 IR IBERE » 18— HAKEE NI J7 /2 Destination zones ML » K5y v17
Y E—NRAL > {5208 LAN to WAN B WAN to DMZ ‘B 7Tl A A7 EHIEE N (44t
https://community.sophos.com/sophos-xg-firewall/f/recommended-reads/121919/how-to-configure-firewall-
rule-and-nat-rule-on-sophos-xg-v18) » FH Destination zones #5&4% DMZ >

< C A F=2 | 192.168.0.1:4444/webconsole/webpages/index.jsp#76374 B * 2 \ E )

ol

SOPHOS Edit firewall rule W How-toguides  Logviewer Help  admin v

XG Firewall

Rule status

Control center . Summary
Rule name * Description Rule group
Current activities e . lan_web
n_wi Enter Description one n
Reports =
Action
Diagnostics P
oo B
Rule
Log firewall traffic
Intrusion prevention
Web Source & schedule
Applications
Wireless Source
. Destination and services
Web server
N - . .
T — Source zones Source networks and devices During scheduled time
LAN Any — B
Central synchronization O C Allthe tim el
xclusions
e Add new item Add new item
VPN
Network
Routing
Authentication Destination and services
System services Advanced
Synchronized Security
o Destination zones * Destination networks * Services *
il = DMZ ) #Port3 e HTTP PY-)
Hosts and services 1905 Py
Administration . N
Add new item Add new item

Add new item
Backup & firmware

Certificates

Save Cance

BF AR NAT rule 7238 » KA _E Original destination 320 {[E Inbound interface G & & —EEAY » ATLLiSE
HE Port3 » SEANLERER RIHYLE Translated source % T MASQ(—f&%&f5#% Original) » Outbound interface &
B S BUNEEEE Port4(DMZ zone) » 0] 2B T EwlE Al A\ = —aJ£5 Outbound interface" is configured to
Port1, the DNAT rule won't match inbound HTTPS traffic arriving Port2.” K227 4052 Outbound interface =
7% Portl FYEE - Hi HTTPS B EBL N REMRSE Port2 4% » FTLUEEE R IRFFIEA AR EEE Any T ¢

<« C A F=Z= | 192.168.0.1:4444/webconsole/webpages/index.jsp#15759 B » & {Egz 1)

Edit NAT rule W How-toguides  Logviewer Help  admin v

Rule status

Control center Rule name * Description
Current activities Lan_web

Reports

Diagnostics

Translation settings

Intrusion prevention

‘Web
Original source * Original gestination * Original service =
AePlaticns Any (-] #Port3 -] HTTP -
Wireless 1995
995 >
b e $Q
Email ‘I .
Add new item Add new item R
[Ra— Add new item
Advanced threat - X
Translated source (SNAT) Translated destination (DNAT) Translated service [PAT)
Central synchronization
MASQ n 192.168.10061 n Origina n

VPN

Interface matching criteria

Inbound interface * Outbound interface *

Routing Port3 (-] Any @

Authentication

Network

System services » o X "
Add new item Add new Item

[ override source translation [SNAT) for specific outbound interfaces @
Profiles

Hosts and services
Administration ~  Advanced settings
Backup & firmware Load balancing method

Certificates

Save Cance
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LAN to WAN to LAN(or DMZ) » HE7E /2 SNAT HIREE (ZA1%FF WAN to LAN [YJ;2 DNAT f#1%) > LAN to
WAN 752 SNAT 2 »

'E 77 SNAT(LAN to WAN to LAN(or DMZ))HJE%ENE » 2E4ghE  https://docs.sophos.com/nsg/sophos-
firewall/18.0/Help/en-us/webhelp/onlinehelp/nsg/sfos/learningContents/CreatingSNATRule.html » ‘RN i1
AR EERE

1% F v17.5.15 7471 v18.0.5 %13 LAN to WAN to LAN(or DMZ)[Y SNAT (Y35 E AR 0 318 FH A4 dadiiysk
TEHIB - KRR RIEA A R -

<« C A F=2 | 192.168.0.1:4444/webconsole/webpages/index.jsp#85798 B » 2
Edit firewall rule W How-toguides  Logviewer Help al:-mn:"
Rule status
Control center . Summary
Rule name * Description Rule group
Current activities SNAT Janweb S " n SNAT_lan_web
_lan_web Enter Description one
Reports m
Action
Diagnostics )
Accept n
Rule
Fillze Log firewall traffic
Rules and policies
Intrusion prevention
Web Source & schedule
Applications
Wireless Source
B Destination and services
Web server
. - . .
Advanced threat Source zones Source networks and devices During scheduled time
LAN Any hetime n
Central synchronization e e Allehe tim N
Exclusions
e Add new item Add new item
VPN
Network
Routing
Authentication Destination and services
System services Advanced
Synchronized Security
T Destination zones * Destination networks * Services *
P DMZ o) #PoM3 ) HTTP -
Hosts and services 995 N
195 L)
Administration Add new item O
Add new iterr Add new item Add new item
Backup & firmware
Certificates
Save ncel
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EHEAE NAT HHRNAYESE - EHELVARI(EHE T ¢ Inbound interface 235 Port1(LAN) » Translated source
(SNAT)#E MASQ, » FiA F#87E 7 SNAT(LAN to WAN to DMZ<or LAN>){EE ERTRE T o

<« C AF 192.168.0.1:4444/webconsole/webpages/index.jsp#39423 B »

SOPHOS Edit NAT rule W How-to guides  Log v » admin ~

Rule status
Control center Rule name * Description

Current activities

Reports

Diagnostics

Rules and policies Translation settings
Intrusion prevention Select the matching criteria and translation settings for s

‘Web

Original source * Original destination * Original service *
Applications Ay ° FPort ° /0
Wireless ®

4
Email - X
Add new item Add new item -

Web server new item
Advanced threat K X

Translated source (SNAT) Translated destination (DNAT) Translated service (PAT)

Central synchronization
MASQ n 15216810061 n Origina n

VPN Interface matching criteria

NS [ Inbound interface = ] Outbound interface *

Routing Portl -] Any (-]
Authentication

System services ‘

SEE [ overrige source translation [SNAT) for specific outbound interfaces @
Profiles
Hosts and services

' Advanced settings

Administration

Backup & firmware Load balancing method

Certificates

Save Cance
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